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cookies are stale

... where “stale” == “poorly aligned with the security model of the web”

- secure vs. non-secure is ad-hoc
- ignore port number

- subdomains

- depend on public-suffix list



let’s get fresh

Problem

Proposal

Cookie slinging attacks

Seeure (from http:)

Leakage

$SECURE- , SHOST-

Cookies don’t align with origins

Origin-Cookie

CSRF

First-Party-Only




the choice is yours

Proposed additional milestone:
“Publish an update to RFC 6265 that addresses $FOO”
... where $FOO is some subset of the problems discussed above.

Which subset?




